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Proactive, Centralized Security Management 

Foresight is an automated end-to-end security management platform that covers the full 
spectrum of security requirements from enterprise vulnerability management through to policy 
compliance auditing. By understanding each organizations unique business, Foresight adds value 
by correlating vulnerability management and compliance audit to fiscal risk values so that 
organizations can understand the financial risk the IT landscape poses over time, and 
operationally drive that risk down as required by the business. 

Foresight empowers you to reduce enterprise wide risk within and around the operational 
backbone by identifying risk issues within both business-critical and operational IT resources, 
correlating them with validated vulnerabilities & policy violations and providing risk-based task-
lists with dynamic instructions for step-by-step remediation. 
 
Foresight provides you with the ability 
to proactively manage and easily 
mitigate IT risk across your business, 
enabling you to secure your 
environment on-time and under-
budget through multi-tier facilities, 
data historians, trend analysis and 
comprehensive statistical & technical 
information.  
 
By making use of extensive ‘drill-down’ 
functionalities and security 
information, enterprise risk can be 
analyzed in real-time and over-time 
from specific operational units, 
geographical perspectives, application 
groups and system types. However 
you wish to analyze your IT risk, Foresight provides you with the ability to easily customize your 
organizational criteria, down to individual components within your IT infrastructure. 
 
Foresight Leverages off of the international CVE and CVSS standards to comply with the most up-
to-date and globally accepted security measurements. Hourly updates are forced to ensure that 
your business is able to address security problems as soon as they arise. 
 
Providing you with security management on a micro and macro level, Foresight ensures that you 
can seamlessly conduct your business, simplifying the task of centrally administering and 
eliminating IT risk throughout the enterprise. 
 
 



  

Identifying and Mitigating IT Business Risk, Enterprise-Wide 
 
Understanding that all businesses are unique, Foresight has the functionality to seamlessly 
integrate into your businesses operational scope - regardless of your [one or many] geographical 
locations, operational units, in-house, custom or commercial applications, system types, 
operating systems and hardware platforms. 
 
Foresight accurately identifies security 
issues, including policy violations, miss-
configurations, vulnerabilities, 
backdoors, Trojans, buffer-overflows, 
denial of service, illegal content (and 
more...) before they can be abused to 
compromise your business.  
 
Through dynamic roadmap and 
strategy reports, the addressing of 
critical enterprise-wide risk can be 
rapidly executed - Resources that pose 
the highest risk to your business are 
accurately identified and consolidated 
into specialized reports. Dynamic 
roadmap and prioritized strategy 
reports are automatically targeted at their responsible IT teams, enabling them to quickly and 
effectively lower the level of risk throughout your business. 
 
 
Architecture 
 

Foresight automates enterprise-wide IT 
risk management, analysis and 
trending in one dynamic, 
comprehensive and transparent 
solution.  
 
It is important to note that Foresights 
automated risk analysis is completely 
transparent to the end user. In addition 
to this, Foresight is completely 
agentless. 
 
Foresight takes your bandwidth into 
consideration – scheduled analysis can 
be performed with measurable throttle 
control [bandwidth saving] features. 

 
Secure user-controlled access to enterprise wide security and risk information can be obtained 
from any computer within your business through a standard web-browser. In addition, alert 
emails are sent to targeted personnel, enabling them to proactively manage and reduce IT risks. 
 
Foresight is compatible with all TCP/IP based environments supporting all devices that have an IP 
address, regardless of Function, Operating System, Application or Hardware Platform. 
 



  

 
Deployment 
 
Foresight has been designed to integrate into your business as simple as possible, with absolutely 
no agent software required on any audited system. Deployment is as simple as plugging the 
Foresight appliance into your network and configuring it through its intuitive web interface. In 
addition, through the use of Foresight’s native Public Key Infrastructure (PKI), digital certificates 
are immediately available for distribution to conduct secure policy compliance auditing. 
 
 
Security Management 
 
By proactively empowering you to 
properly manage your IT risk, Foresight 
gives your business the edge ~ and 
provides true vulnerability management 
and policy compliance throughout your 
organizations cross-platform, 
heterogeneous IT infrastructure.  
 
Powerful, comprehensive remediation 
recommendations and solutions 
addressing all security issues are made 
available to targeted personnel. 
 
Foresight, a leading security solution 
that takes a holistic approach to 
vulnerability management and policy 
compliance, is uniquely positioned to provide your business with best-of-breed technology that 
spans your business in an end-to-end fashion; enabling you to securely and effectively embrace 
and adopt new opportunities, improve operational efficiencies, reduce costs and proactively 
manage IT business risk. 
 
Foresight converts your IT centers from traditional ‘cost-centers’ into ‘value-centers’, empowering 
your existing technology investments and IT personnel to maximize your businesses potential 

through IT – ensuring that your 
business operates efficiently and 
seamlessly.  
 
With Foresight, your IT complement is 
able to focus their time and expertise 
on business elements, freeing them 
from the burden of manually identifying 
security concerns and dealing with 
‘firefighting’ activities. 



  

 
Delivering Value 
 
Cubico Solutions and its partners are 
committed to keeping your interests at 
the forefront by delivering value 
through quality, innovative, value-
added solutions and services. 
 
 
Standards and Compliance 
 
Sound information security is the 
cornerstone of sensible corporate 
governance. The core building blocks of 
Foresight empower your organization 
to better comply by aligning you to the 
ISO17799 / ISO27002 standards. 
 
Foresight makes extensive use of the Common Vulnerability Scoring System metric coupled with 
the Common Vulnerabilities and Exposures (CVE) Library.  
 
Foresight empowers you to comply with law and legislation (including [but not limited to] the 
ECT Act of 2002 - South Africa). 
 
 
Technical Resources 
 
Helping you derive the most value from your Foresight investment, we provide you with 
unimpeded access to our highly knowledgeable and diverse technical teams throughout all stages 
of the project lifecycle; from implementation and ongoing monitoring, to regular strategy 
sessions and targeted workshops. 
 
 
Conclusion 
 
Understanding enterprise risk within the information technology layer that drives your company is 
no longer a luxury, it is a business imperative that can ultimately ensure the performance of your 
bottom-line. Foresight has been designed to enable you to quickly and accurately identify and 
mitigate IT risk, regardless of your businesses complexity or uniqueness. 



  

Contacting Cubico Solutions 
For further information, queries, suggestions, comments or feedback - kindly contact  
Cubico Solutions at: 
 

 

 

Telephone 
+27 (0)11 883-6401 /2 
 

Facsimile 
+27 (0)11 783-1965 

 
Email & Website 
info@cubico.co.za 
http://www.cubico.co.za 

 
Physical & Postal 
Cubico Solutions 
13 Fredman Drive 
Sandton, 2146 
South Africa 

 

 
 
 


